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Fighting scams starts in school

From hidden cameras in toys to OR code tricks, students experience hands-on lessons that turn digital curiosity
into online caution, Meng Shuyan reports.

n the auditorium of Beijing’s
Haidian Experimental Prima-
ry School, a fluffy panda toy sat
innocently in the hands of
Zhang Haitao, the director of the
school’s information center — until
herevealed the secret hidden inside.

“It looks fine, doesn’t it?” he
asked. Then he pointed to the large
screen behind him, where a live feed
from a hidden camera in the panda’s
eyes suddenly appeared. Gasps of
surprise rippled through the rows of
students.

The demonstration didn’t stop
there. Zhang invited two students to
the stage to scan a QR code printed
on a poster for a shared power bank.
He then asked them to take a photo
of him. Within moments, he pulled
up the phones’ photo galleries on his
computer — revealing that scanning
the QR code had given him control
over the devices.

He went on to show how easily
the devices’ microphones could also
be accessed.

“Curiosity is your greatest asset,”
Zhang told the students. “But it can
just as easily put you in danger”

The students sat in rapt silence,
hanging on his every word.

Zhang noted that for today’s
so-called “digital natives”, under-
standing online threats and navigat-
ing the digital world safely has
already become a core skill — aneed
addressed by the 2025 Beijing
National Cybersecurity Week, held
from Sept 15 to 21 across schools in
Beijing. At the primary school level,
for example, digital safety modules
have been integrated into two fun-
damental courses.

“But classroom teaching alone is
not enough,” Zhang said. “Only
through interactive demonstrations
and hands-on practice do abstract
risks become real, helping students
build their first layer of protection
online”

Curiosity meets caution

The effects of the immersive les-
sons were visible. Sixth grader Fang
Xi was shaken by the hidden camera
demonstration. “I told my parents
as soon as I got home. We decided:
don’t mess with other people’s devi-
ces and always protect your privacy.”

His classmate Liu Muying was
impressed by the password-crack-
ing demonstration and immediately
tested her own password on a pro-
fessional website. “It would take
hundreds of years to crack,” Liu said
proudly. “I guess that makes me a lit-
tle cybersecurity expert.”

Even before the event, the stu-
dents had already begun noticing
the darker corners of the online
world. Liu’s classmate Miao Ruoyi
had spotted hostility in comment
sections. “Someone posts a fair com-
ment, and then others write really
nasty replies, and they might end up
arguing,” she said.

Top: A teacher helps two students explore how easily digital devices can be hacked, at Haidian Experimental Primary School, Beijing, on
Sept 16. Above left: A cyber police officer interacts with students during the “Cyber Police on Campus” event at Beijing Technology and
Business University on Sept 17. Above right: An audience member shares her anti-fraud tips at the event. PROVIDED TO CHINA DAILY

Liu herself had come across vid-
eos insulting women. Thanks to
school and parental guidance, she
knew how to handle such content:
“If I see an inappropriate ad or vid-
eo, I swipe it away immediately.”

Still, their awareness of online
safety is only beginning to take
shape. When asked about the specif-
ic dos and don’ts under the Cyberse-
curity Law, the students hesitated.
They knew about anti-fraud apps
but admitted they had never used
them.

Digital awareness gap

Cybersecurity challenges become
more subtle at the college level.

Gao Jing, a lecturer at the Cyber
Information Center of Beijing Tech-
nology and Business University
(BTBU), observed that college stu-
dents clearly recognize online risks
but remain highly confident in their
technical skills.

“They often believe they can spot
and avoid traps, so they underesti-
mate the need for caution,” she said.
“This ‘knowing but not acting’ para-

dox is the biggest concern.”

During National Cybersecurity
‘Week, the university held a “Cyber
Police on Campus” event to help stu-
dents become more aware of online
dangers.

Gao emphasized that scams tar-
geting college students are increas-
ingly tailored to their interests and
spending habits, making them
harder to detect.

“For example, students obsessed
with pop idols often struggle to
resist so-called ‘exclusive ticket’

offers, while those who shop online
regularly can easily fall for ‘refund

and compensation’ scams,” she
explained.
To counter these tailored

schemes, Gao said educational strat-
egies must evolve. For example,
BTBU now incorporates attack-and-
defense drills and simulated scam
calls into cybersecurity lessons,
helping students understand the
psychology behind these tricks and
improve their judgment.

This training focuses not only on

skills but also on mindset. “Monitor-
ing students’ well-being and provid-
ing rapid support channels are just
as important as teaching cybersecu-
rity;” Gao said, noting that students
under high stress or financial pres-
sure are particularly vulnerable.

“Many students want financial
independence as soon as they enter
college,” said 19-year-old Xu Jiarong
from the audience. “When their
guard is down, they may easily fall
for part-time jobs or online tasks
promising ‘low investment, high
returns”’

New graduates anxious about
stepping into society are also at risk.
“Those who are impatient for quick
success and lack social experience
are the easiest targets,” added
18-year-old Zhao Yixuan.

For these first-year students, digi-
tal literacy isn’t abstract — it’s some-
thing they actively put into practice.
‘When faced with Al-generated mis-
information, for example, they have
developed their own strategies.
Zhao checks for logical inconsisten-
cies. “Some of AT’s statements don’t
follow normal reasoning,” he said.
Xu, meanwhile, recognizes certain
Al templates and phrasing, empha-
sizing the importance of tracing
sources and cross-checking infor-
mation.

Sometimes, they even “fight fire
with fire” — using third-party Al
tools to detect whether suspicious
content was Al-generated.

They also use their digital skills to
protect family members from online
scams. Xu noticed that older rela-
tives are often more easily deceived,
both because of limited digital expe-
rience and their desire for social
connection.

“Especially with new scams like
Al face-swapping or synthetic voi-
ces, they can be particularly convin-
cing,” she said, adding that she
routinely helps her elders remove
fraudulent messages from their
phones and carefully explains the
risks.

Zhao shares videos of trending
scams with his family. “Staying in
touch matters,” he said. “If a
scammer pretends to be me, a single
phone call can clear up any misun-
derstanding”

He sums up his role simply: “My
job is just to pre-bunk. Once I've
warned them about a scam, it loses
its power when someone tries it on
them”
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Young researcher discovers new plant genus in
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Last August, deep in the rain-
soaked forests of Motuo county in
the Xizang autonomous region, a
plant unlike any seen before was
found growing in a crack between
mountain rocks.

With its delicate white petals and
a structure never previously docu-
mented, the species — later con-
firmed as a new genus named
Paramicrotoena X X.Wu & Qiang
Wang — marked a breakthrough in
Himalayan biodiversity studies.

The discovery was made by Wu
Xuexue, a PhD candidate at the
Institute of Botany, Chinese Acade-
my of Sciences, and one of a growing
number of young researchers con-
ducting frontline studies in Xizang.

The finding was announced last
month.

Once known as the “forbidden
land”; Xizang has now become a hub
of ecological research. With the sup-
port of national biodiversity protec-
tion strategies — including the
establishment of 47 nature reserves
and the founding of its first gene
bank — the region offers fertile

ground for scientific exploration.

Wu’s journey into the Tibetan
mountains began with the Flora of
the Pan-Himalaya project, an inter-
national botanical initiative led by
her mentor, Wang Qiang.

“Every plant in Xizang tells a story
of survival,” Wu said. “I wanted to
understand how they adapt to such
aharsh environment — and how we
can protect them.”

Her discovery of Paramicrotoena
XX Wu & Qiang Wang was no mere
stroke of luck. Wu and her team
were trekking through dense under-
growth near Beibeng Mountain,
where mist rolled in from the Yar-
lung Zangbo Grand Canyon. At
around 800 meters above sea level,
she spotted several small labiates
clinging stubbornly to a damp rock
crevice.

To the untrained eye, the flowers
seemed ordinary, almost unremark-
able. But Wu’s instinct told her oth-
erwise.

That evening, she photographed
the flower’s key traits and sent the
images to Wang, an expert on the
mint family. “The moment I saw
them, I knew this was extraordina-
ry;” Wang recalled.

Above: Wu Xuexue collects plant specimens in Yadong county,

Shigatse, Xizang autonomous region, in June 2023.
Above right: Holotype of Paramicrotoena motuoensis X.X.Wu &

Qiang Wang. PROVIDED TO CHINA DAILY

Later analysis confirmed it as a
brand-new genus and species,
Paramicrotoena motuoensis
X XWu & Qiang Wang.

“By naming it after Motuo, we
were also affirming China’s sover-
eignty over its biological treasures,”
‘Wu explained.

Yet discoveries like this come at a

steep cost. Motuo, located at the col-
lision zone of the Indian and Eura-
sian plates, is notorious for its
extreme conditions. Torrential rains
trigger landslides without warning,
narrow mountain roads can crum-
ble overnight, and leeches swarm in
such density as is common in tropi-
cal rain forests.

Wu remembers one incident
when her team was forced to aban-
don their vehicle after a sudden
mudslide. “The road had simply dis-
appeared,” she said. “We carried our
equipment on foot for nearly 5 kilo-
meters. The leeches were every-
where — inside boots, on sleeves,
even hidden in plant samples. We
joked that they were the true guardi-
ans of Tibetan forests.”

Despite the exhaustion and con-
stant danger, Wu credits her surviv-
al to careful preparation and strong
community ties. Portable oxygen
tanks, carbohydrate-rich meals, and
slow altitude acclimatization
became routine.

But it was the local villagers who
provided the real lifeline. They
shared knowledge of plant names
passed down through generations,
while drivers navigated over 500
kilometers of treacherous mountain
roads each day to transport scien-
tists and samples.

Government support was also
key. Permits from Lhasa’s forestry
and grassland bureau allowed the
team to operate legally, even in sen-
sitive border areas.

The significance of Wu's discovery

Xizang

goes far beyond a single flower.
Xizang’s ecosystems — often
described as the “roof of the world”
— are home to more than 20,000
plant species, two-thirds of China’s
total. Many are unique to the region,
found nowhere else on Earth, and
some are revered in Tibetan medi-
cine as “snowland spirits”

“Each new species we identify
enriches the global biodiversity
record,” Wu said.

“More importantly, it reminds us
of the urgency of protecting habitats
threatened by climate change and
human activity;” she added.

She noted that the establishment
of 47 nature reserves across Xizang
and the preservation of more than
8,400 seed samples in the gene bank
now provide a strong scientific
foundation for that protection.

‘Wu and her peers represent a new
generation of researchers dedicated
to uncovering Xizang’s natural
wealth.

“Their work is more than academ-
ic — it strengthens China’s role in
global biodiversity conservation
and inspires young people to shoul-
der responsibility for the nation’s
ecological future,” Wang said.



